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DOMESTIC SECURITY ENHANCEMENT ACT OF 2003

SECTION-BY-SECTION ANALYSIS

Title I: Enhancing National Security Authorities
Subtitle A: Foreign Intelligence Surveﬂlance Act Amendments

Section 101: Individual Terrorists as Foreign Powers.

Under 50 U.S.C. § 1801(a)(4), the definition of “foreign power” includes groups that engage
in international terrorism, but does not reach unaffiliated individuals who do so. As aresult,
investigations of “lone wolf” terrorists or “sleeper cells” may not be authorized under FISA. Such
investigations therefore must proceed under the stricter standards and shorter time periods set
forth in Title ITI, potentially resulting in unnecessary and dangerous delays and greater
administrative burden. This provision would expand FISA’s definition of “foreign power” to
include a// persons, regardless of whether they are affiliated with an international terrorist group,
who engage in international terrorism.

. Section 102: Clandestine Intelligence Activities by Agent of a Foreign Power.

FISA currently defines “agent of a foreign power” to include a person who knowingly
engages in clandestine intelligence gathering activities on behalf of a foreign power—but only if
those activities “involve or may involve a violation of” federal criminal law. Requiring the
additional showing that the intelligence gathering violates the laws of the United States is both
unnecessary and counterproductive, as such activities threaten the national security regardless of
whether they are illegal. This provision would expand the definitions contained in 50 U.S.C.

§ 1801(b)(2)(A) & (B). Any person who engages in clandestine intelligence gathering activities
for a foreign power would qualify as an “agent of a foreign power,” regardless of whether those
activities are federal crimes.

Section 103: Strengthening Wartime Authorities Under FISA.

Under 50 U.S.C. §§ 1811, 1829 & 1844, the Attorney General may authorize, without the
prior approval of the FISA Court, electronic surveillance, physical searches, or the use of pen
registers for a period of 15 days following a congressional declaration of war. This wartime
exception is unnecessarily narrow; it may be invoked only when Congress formally has declared
war, a rare event in the nation’s history and something that has not occurred in more than sixty
years. This provision would expand FISA’s wartime exception by allowing the wartime exception
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to be invoked after Cdngress authorizes the use of military force, or after the United States has
suffered an attack creating an national emergency.

Section 104: Strengthening FISA’s Presidential Authorization Exception.

50 U.S.C. § 1802 allows the Attorney General to authorize electronic surveillance for up to a
year, without the FISA Court’s prior approval, in two narrow circumstances: (1) if the
surveillance is are directed solely at communications between foreign powers; or (2) if the
surveillance is directed solely at the acquisition of technical intelligence, other than spoken
communications, from property under the exclusive control of a foreign power. In addition, the
Attorney General must certify that there is no substantial likelihood that such surveillance will
acquire the communications of U.S. persons. (In essence, § 1802 authorizes the surveillance of
communications between foreign governments, and between a foreign government and its
embassy.) Section 1802 is of limited use, however, because it explicitly prohibits efforts to
acquire spoken communications. (No such limitation exists in the parallel exception for physical
searches, 50 U.S.C. § 1822(a), under which agents presumably could infiltrate a foreign power’s
property for the purpose of overhearing conversations.) This provision would enhance the
presidential authorization exception by eliminating the requirement that electronic surveillance
cannot be directed at the spoken communications of foreign powers.

Section 105: Law Enforcement Use of FISA Information.

50 U.S.C. § 1806(b) currently prohibits the disclosure of information “for law enforcement

purposes” unless the disclosure includes a statement that the information cannot be used in a

criminal proceeding without the Attorney General’s advance authorization. This provision would
amend § 1806(b) to give federal investigators and prosecutors greater flexibility to use FISA-
obtained information. Specifically, it would eliminate the requirement that the Attorney General
personally approve the use of such information in the criminal context, and would substitute a
requirement that such use be approved by the Attorney General, the Deputy Attorney General, the
Associate Attorney General, or an Assistant Attorney General designated by the Attomey
General.

Section 106: Defense of Reliance on Authorization.

50 U.S.C. §§ 1809(b) and 1827(b) create a defense for agents who engage in unauthorized
surveillance or searches, or who disclose information without authorization, if they were relying
on an order issued by the FISA Court. However, there does not appear to be a statutory defense
for agents who engage in surveillance or searches pursuant to FISA authorities under which no
prior court approval is required—e.g., pursuant to FISA’s wartime exception (50 U.S.C. §§ 1811,
1829 & 1844), or FISA’s presidential authorization exception (50 US.C. §§ 1802 & 1822(a)).
This provision would clarify that the “good faith reliance” defense is available, not just when
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agents are acting pursuant to a FISA Court order, but also when they are acting pursuant to 2
lawful authorization from the President or the Attorney General.

Section 107: Pen Registers in FISA Investigations.

50 U.S.C. § 1842(a)(1) makes FISA pen registers available in investigations of non-U.S.
persons to “obtain foreign intelligence information.” But for U.S. persons, the standard is much
higher: in cases involving U.S. persons, pen registers are only available “to protect against
international terrorism or clandestine intelligence activities.” Perversely, this appears to be
stricter than the standard for pen registers under Title IIL, which requires only that it be shown
that the information “is relevant to an ongoing criminal investigation.” 18 U.S.C. § 3123(a)(1).
This provision would amend § 1842(a)(1) by eliminating the stricter standard for U.S. persons.
Specifically, FISA pen registers would be available in investigations of both U.S. persons and
non-U.S. persons whenever they could be used “to obtain foreign intelligence information.”

Section 108: Appointed Counsel in Appeals to FISA Court of Review.

Under FISA, proceedings before the FISA Court and the Court of Review are conducted ex
parte. As aresult, when the Court of Review meets to consider an appeal by the United States,
there is no party to defend the judgment of the court below. The FISA Court of Review thus is
obliged to interpret sensitive and complicated statutes without the benefit of the adversary
process. This provision would amend FISA to permit the FISA Court of Review, in its discretion,
to appoint a lawyer, with appropriate security credentials, to defend the judgment of the FISA
Court, when the United States appeals a ruling to the FISA Court of Review. It would also
provide for the compensation of a lawyer so appointed by the FISA Court of Review.

Sec. 109: Enforcement of Foreign Intelligence Surveillance Court Orders.

The Foreign Intelligence Surveillance Act does not specify the means for enforcement of
orders issued by the Foreign Intelligence Surveillance Court. Thus, for example, if a person
refuses to comply with an order of the court to cooperate in the installation of a pen register or
trap and trace device under 50 U.S.C. § 1842(d), or an order to produce records under 50 U.S.C.
§ 1861, existing law provides no clearly defined recourse to secure compliance with the court’s
order. This section remedies this omission by providing that the Foreign Intelligence Surveillance
Court has the same authority as a United States district court to enforce its orders, including the
authority to impose contempt sanctions in case of disobedience.

Sec. 110: Technical Correction Related to the USA PATRIOT Act.
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Section 204 of the USA PATRIOT Act clarified that intelligence exceptions from the
limitations on interception and disclosure of wire, oral, and electronic communications continue to
apply, notwithstanding section 216 of the Act. Section 224 sunsetted several provisions of the
Act on December 31, 2005. Although section 216 was not included in the sunset provision,
section 204°s clarifying language was sunsetted. If not corrected, this anomaly will result in the
loss of valuable and necessary intelligence exemptions to the pen register and trap and trace
provisions after December 31, 2005. This provision would eliminate this anomaly and treat the
clarifying language of section 204 the same as section 216.

Sec. 111. International Terrorist Organizations as Foreign Powers.

Groups engaged in international terrorism are included under the definition of “foreign power”
in FISA. See 50 U.S.C. § 1801(a)(4). However, for certain purposes— including the duration
of surveillance orders and the definition of what constitutes a “United States person”— they are
effectively excluded from the concept of foreign powers, and accorded the more protected
treatment that FISA provides to other entities. This section amends FISA so that international
terrorist organizations are consistently treated as foreign powers for these purposes.

- More specifically, there are basically two sets within the FISA definition of “foreign power”
under 50 U.S.C. § 1801(a): (i) A paragraph (1)-(3) set, which includes foreign governments,
foreign factions, and entities that foreign governments openly acknowledge they direct and
control. (ii) A paragraph (4)-(6) set, which includes groups engaged in international terrorism or
preparations therefor, foreign-based political organizations not substantially composed of U.S.
persons, and entities directed and controlied by foreign governments.

50 U.S.C. §§ 1805(e) and 1824(d) define the authorization periods for electronic surveillance
and physical searches under FISA. The basic authorization and extension periods are 90 days, but
longer for surveillance and searches relating to certain foreign powers. Specifically, the
authorization and extension periods for foreign powers in the paragraph (1)-(3) set— foreign
governments, foreign factions, and entities for which foreign governments openly acknowledge
direction and control— are up to a year. In contrast, for foreign powers in the paragraph (4)-(6)
set— international terrorist organizations, foreign-base political organizations not substantially
composed of U.S. persons, and entities directed and controlled by foreign governments— the
initial authorization period is no more than 90 days. The extension period for foreign powers n
the paragraph (4)-(6) set is also no more than 90 days, unless certain restrictions and special
finding requirements are satisfied. (Specifically, the extension period may be up to a year for an
order relating to a foreign-based political organization not substantially composed of U.S. persons
or an order relating to an entity directed and controlled by a foreign government, and up to a year
for an order relating to an international terrorist organization that is not a U.S. person, if the judge
finds probable cause to believe that no communication or property of any individual U.S. person
will be acquired.)
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Another context in‘which different types of “foreign powers” are treated differently is the
FISA definition of “United States person.” United States persons have a more protected status
under FISA for certain purposes, such as dissemination of information. The existing definition of
“United States person” in 50 U.S.C. § 1801(i) categorically excludes a corporation or association
which is a foreign power— but only if it falls in the paragraph (1)- (3) set.

The effect of the foregoing provisions is that, even if probable cause is established that a
group is an international terrorist organization, it may be subject only to brief periods of
surveillance absent renewal, and it may be accorded the protected status of a United States
person. The amendments in this section will facilitate the investigation of threats to the national
security posed by such groups by reassigning them to the less protected status now accorded to
foreign powers in the paragraph (1)- (3) set. Thus, the normal authorization and extension
periods for surveillance of international terrorist organizations would be up to a year, and
corporations and associations which are international terrorist organizations would not be treated
as United States persons under FISA.

Subtitle B: Enhancement of Law Enforcement Investigative Tools
Section 121: Definition of Terrorist Activities.

This section adds a definition of “terrorist activities” to the definitional section for the chapter
of the criminal code governing electronic surveillance (chapter 119). The definition encompasses
criminal acts of domestic and international terrorism as defined in 18 U.S.C. § 2331, together with
related preparatory, material support, and criminal activities. The same definition of terrorist
activities would also apply through cross-referencing provisions, see 18 U.S.C. § 2711(1) and
3127(1) (as amended), in the chapters of the criminal code that govern accessing stored
communications and the use of pen registers and trap and trace devices (chapters 121 and 206).

The surveillance chapters of the criminal code contain many provisions which state that the
authorized surveillance activities may be carried out as part of “criminal investigations.” Section
121 also adds a provision to 18 U.S.C. § 2510 which specifies that “criminal investigations”
include all investigations of criminal terrorist activities, to make it clear that the full range of
authorized surveillance techniques are available in investigations of “terrorist activities” under the
new definition.

Section 122: Inclusion of Terrorist Activities as Surveillance Predicates.

This section adds terrorist activities, as defined under the amendment of section 121, and four
specific offenses that are likely to be committed by terrorists (the offenses defined by 18 U.S.C.
§§ 37, 930(c), 956, and 1993), as explicit predicates for electronic surveillance and monitoring. It
further adds an explicit reference to terrorist activities to the provision authorizing electronic
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